
Tactics of Civic Data Activism

Morgan Currie
Lecturer in Data & Society

University of Edinburgh

2019 FAWCO Biennial Conference
22 March 2019

15 January 2016



1. Rise of Dataveillance

2. Civil Society Responses



1. DATAVEILLANCE



DATAVEILLANCE
• Counters many of the positive historic claims about the ‘Information 

Society’, ‘Post-industrial Society’ or the ‘Third Wave’ (80s and 90s)
• Service-led economy would reduce drudgery, increase leisure time, 

and make work more fulfilling
• Services would be tailored more to individual tastes, empowering the 

consumer
• More lateral organising and direct democracy

• Counters many expectations that the internet would lead to new economic 
models that favoured collective labour and shared cultural and knowledge 
resources (late 90s and 2000s)
• Open source movement
• Creative Commons
• Wikipedia

• Dampens more recent hopes about open data (mid-2000s onwards)



DATAVEILLANCE

• Jean-Francois Lyotard: ties the commodification of data and 
data monopolies (1984)

• Roger Clark: dataveillance (1988)

• David Lyon: Surveillance Society (1994)

• Zuboff: Surveillance Capitalism



Lyotard, ‘The Postmodern Condition’ 1984:

”Functions of regulation, and therefore of reproduction, are 
being and will be further withdrawn from administrators 
and entrusted to machines. Increasingly, the central 
question is becoming who will have access to the 
information these machines must have in storage to 
guarantee that the right decisions are made. Access to data 
is, and will continue to be, the prerogative of experts of all 
stripes. The ruling class is and will continue to be the class 
of decision makers."



DATAVEILLANCE

• Lyotard: ties the commodification of data and data 
monopolies (1984)

• Roger Clark: dataveillance (1988)

• David Lyon: Surveillance Society (1994)

• Zuboff: Surveillance Capitalism (2019)



SURVEILLANCE CAPITALISM

‘Nearly every product or service that begins with the word 
“smart” or “personalised”, every internet-enabled device, 
every “digital assistant”, is simply a supply-chain interface for 
the unobstructed flow of behavioural data on its way to 
predicting our futures in a surveillance economy.’
– Zuboff 2019



“It is no longer enough to automate information 
flows about us, the goal now is to automate us.” - Zuboff



DATAVEILLANCE 
INFRASTRUCTURES

• Corporate 

• Government  
• Law enforcement
• Social services  

• Non-profit  
• Global charities
• Universities
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LAW ENFORCEMENT

• Live-monitored CCTV cameras (trapwire) equipped 
with facial recognition software

• Automatic license plate readers

• Predictive policing software

• Stingrays and dirtboxes that mimic cell phone towers

• Body cameras

• Drones



PREDICTIVE POLICING

• Crime mapping: place based

• Individual risk assessment programs: place and person 
based



“the composition of flecks and bits of data into a profile of a 
terror suspect, the re-grounding of abstract data in the 
targeting of an actual life, will have the effect of producing that 
life, that body, as a terror suspect.”
-Rita Raley
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DATAVEILLANCE 
INFRASTRUCTURES



“it was announced that the data integration effort would not involve 
any beneficiaries’ personally identifiable information (PII). This is an 
increasingly common trope in data use and data exploitation, meant to 
downplay concerns about the processing of potentially sensitive data. It 
is also a red herring. Companies like Palantir do not need access to PII 
or personal data to draw tremendously deep insights into people’s lives, 
behaviors, movements, and associations. 

The risks are not from being individually identified, but from being 
profiled and targeted for intervention as a type, rather than as an 
individual.”

-Global Data Justice
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2. CIVIL SOCIETY RESPONSES



CIVIL SOCIETY RESPONDS:

• Data activism: using data to take control of how an issue 
is represented and understood in the public sphere 

• Monitoring: watching the watchers

• Evading: blocking data capture

• Platform alternatives: designing alternatives to 
commercial monopolies

• Social movements?



DATA ACTIVISM:

• Deliberative vs. agonistic (counter-data)

• Civic science and citizen sensing



LOS ANGELES COUNTY BIKE COALTION



DATA ACTIVISM:

• Deliberative vs. agonistic (counter-data)

• Civic science and citizen sensing



Youth Justice Coalition







EVADING DATAVEILLANCE:

1. Ad blockers and alternative search

2. Tor

3. Organising to stop data collection altogether



Occupy.here





Occupy.here



MONITORY

• Collecting data on the watcher

• Reverse engineering the algorithm

• Grassroots advocacy to change policy



• Collecting data on the watcher

• Reverse engineering the algorithm

• Grassroots advocacy to change policy





“We reject all forms of police oppression and any policy 
that make us all suspects in the eyes of the State. Our 
vision is the dismantling of government-sanctioned 
spying and intelligence gathering, in all its multiple 
forms.”





PLATFORM ALTERNATIVES







MODO



SEARCH



SOCIAL?



SOCIAL MOVEMENTS?



THANK YOU!


